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Summary of Research (500 word max)

In this study, we examine older adults' susceptibility to engage with a government impersonation scam. Given the difficulties in
identifying financial fraud vulnerability using surveys (such as underreporting), this study uses a novel approach. We created a
behavioral experiment that mimicked a real-world government impersonation scam. Between October and December 2021, 644
older adults drawn from a large ongoing cohort study of aging were sent materials we developed from a fictitious government
agency. The materials shared that unusual activity had occurred on their account and asked them to verify this activity - which
created an avenue to ask participants to provide personal information, closely resembling the tactics used by fraudsters. While
respondents were targeted through three outreach strategies - mailings, emails, and phone calls, we used phone call data for
the analyses in this paper.

A live agent made two outbound phone call attempts to each of the 644 participants. The live agent also spoke with respondents
who made inbound calls. Older adults who did not answer either outbound call or did not make any outbound calls were
classified as No Engagement. Those who spoke to the live agent were classified as either Skeptical Engagement or Conversion,
depending on the nature of the engagement. Those who expressed skepticism about the legitimacy of the outreach and who did
not provide personal information were labeled as Skeptical Engagement, whereas those who confirmed they did not make
changes to their account, or confirmed their name, address, or provided the last four digits of their Social Security number were
classified as Conversion.

Overall, 68.5 percent of respondents were classified as No Engagement, 15.1 percent as Skeptical Engagement, and 16.4
percent as Conversion. Notably, 71 percent of older adults who called in converted, versus 50 percent of those who responded to
outbound calls. The latter suggests that older adults who made inbound calls were more vulnerable to scams. We also examined
differences in the cognitive, behavioral, and psychosocial characteristics of those in three Engagement groups. Compared to
older adults in the other two groups, the Skeptical Engagement group had the highest levels of cognition. This group also had the
highest financial literacy levels. Group differences in scam awareness were also found --with those in the Conversion group
displaying the lowest levels of scam awareness than those in the Skeptical Engagement or No Engagement groups.

The findings suggest that while a majority of older adults did not engage with the scam, 16 percent of respondents engaged
without skepticism — with 12 percent willing to provide personal information and 5 percent willing to share their last four digits of
the Social Security number. When extrapolating to the population, these numbers are staggering and exceed what previous
survey data estimates of fraud vulnerability have found. The results also provide evidence that characteristics such as cognition,
financial literacy and scam awareness may be important indicators of fraud susceptibility among the older population.

This research summary is part of a series sponsored by the NAPSA Research to Practice Interest Group. The

purpose of this research summary is to provide direct access to findings in order to enhance practice and clarify
policy choices.
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Practice & Policy Implications
(e.g.: How can this research inform the Adult Protective Services field? What additional data is needed?
‘What may be possible next steps?) (500 word max)

Financial fraud and exploitation are major and rising issues for older adults. About one in 18 cognitively
intact older adults lose money to fraud each year — with billions of dollars lost to fraud. Beyond its
devastating economic outcomes, financial fraud can have physical and psychological consequences; it is
tied to a great incidence of hospitalization, loss of independence, depression, suicide, and early mortality.

For those in Adult Protective Services (APS), gaining an understanding of financial fraud, including how it is
propagated, the factors associated with fraud susceptibility, and ways to help prevent fraud and intervene in
situations where it has already occurred are all critical to their work helping vulnerable adults. These
findings help provide evidence of the pervasiveness of fraud and the importance of equipping those working
with older adults with the skills, resources, and education to help older adults protect themselves against
financial fraud. The findings suggest that older adults with higher financial literacy may be better able to
detect fraudulent outreaches — while low scam awareness may render them more susceptible to fraud and
scams.

While this study is the first to objectively examine financial fraud susceptibility via a behavioral experiment,
the results may not be generalizable as the population studied was not representative of the older adult US
population as a whole — with participants predominantly white and with high educational attainment. To
better understand the scope and the factors tied to fraud victimization, future studies should explore the
fraud vulnerability of other populations across the United States — including samples with more variation
across race/ethnicity, socioeconomic status, and educational attainment.

Further Reading

*https://finrafoundation.org/protecting-consumers-fraud
https://finrafoundation.org/sites/finrafoundation/files/2024-10/Does-One-Size-Fit-All-An-Examination-of-Risk-Factors-by-Scam-Tyj
pdf

*https://finrafoundation.org/sites/finrafoundation/files/2024-10/Financial-Fragility-Research-Brief.pdf
*https://finrafoundation.org/sites/finrafoundation/files/2024-10/addressing-the-challenge-of-chronic-fraud-victimization_0_0.pdf
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